
CEN/TS 17261:2018 (E) 

2 

Contents Page 

European foreword ....................................................................................................................................................... 3 

Introduction .................................................................................................................................................................... 4 

1 Scope .................................................................................................................................................................... 5 

2 Normative references .................................................................................................................................... 5 

3 Terms and definitions ................................................................................................................................... 6 

4 Symbols and abbreviations ......................................................................................................................... 8 

5 Conformance ..................................................................................................................................................... 8 

6 Typical use-case ............................................................................................................................................... 8 

7 Requirements and recommendations ..................................................................................................... 9 
7.1 General ................................................................................................................................................................ 9 
7.2 Design .................................................................................................................................................................. 9 
7.2.1 General ................................................................................................................................................................ 9 
7.2.2 Protection of access to biometric server, biometric data and functions of the 

biometric subsystem ...................................................................................................................................... 9 
7.2.3 Operator/Administrator control and authentication ........................................................................ 9 
7.2.4 Door unit ......................................................................................................................................................... 10 
7.2.5 Biometric enrolment, re-enrolment and deletion ........................................................................... 10 
7.2.6 Biometric recognition ................................................................................................................................ 10 
7.3 Operation ........................................................................................................................................................ 10 
7.3.1 General ............................................................................................................................................................. 10 
7.3.2 Identity assurance for enrolment .......................................................................................................... 10 
7.3.3 Enrolment process ....................................................................................................................................... 10 
7.3.4 Fallback authentication ............................................................................................................................. 11 
7.4 Technical performance .............................................................................................................................. 11 
7.4.1 General ............................................................................................................................................................. 11 
7.4.2 Failure to enrol rate .................................................................................................................................... 11 
7.4.3 Enrolment transaction duration............................................................................................................. 11 
7.4.4 False accept rate ........................................................................................................................................... 11 
7.4.5 False reject rate ............................................................................................................................................ 12 
7.4.6 Verification transaction duration .......................................................................................................... 12 
7.5 Attack resistance .......................................................................................................................................... 12 
7.5.1 General ............................................................................................................................................................. 12 
7.5.2 Resistance to tamper .................................................................................................................................. 12 
7.5.3 Resistance to presentation attack .......................................................................................................... 13 
7.6 Performance and attack resistance requirements .......................................................................... 13 

8 Testing and reporting ................................................................................................................................. 14 
8.1 System information and documentation ............................................................................................. 14 
8.2 Configuration of system for testing ....................................................................................................... 14 
8.2.1 Scenario AACS ................................................................................................................................................ 14 
8.2.2 Configuration of biometric systems under test ................................................................................. 15 
8.3 Outline of test processes ............................................................................................................................ 15 
8.3.1 Pretesting ........................................................................................................................................................ 15 
8.3.2 Scenario performance evaluation .......................................................................................................... 15 
8.3.3 Attack resistance evaluation .................................................................................................................... 17 

Bibliography ................................................................................................................................................................. 18 

UNI CEN/TS 17261:2019

QUESTO DOCUMENTO È UNA PREVIEW. RIPRODUZIONE VIETATA



CEN/TS 17261:2018 (E) 

3 

European foreword 

This document (CEN/TS 17261:2018) has been prepared by Technical Committee CEN/TC 224 “Personal 
identification and related personal devices with secure element, systems, operations and privacy in a 
multi sectorial environment”, the secretariat of which is held by AFNOR. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN shall not be held responsible for identifying any or all such patent rights. 

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia, 
Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, 
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, 
Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and 
the United Kingdom. 
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Introduction 

This document is concerned with the performance-based testing of biometric authentication for 
automated access control systems (AACS), in particular for physical access control to controlled areas of 
Critical Infrastructure as defined by the European Council Directive 2008/114/EC [7]. 

It is assumed that biometric recognition constitutes a second authentication factor alongside token-based 
authentication and that the AACS requires the results of the biometric and token-based authentication of 
the same individual before authorizing access. The biometric+token combination emulates a biometric 
verification system. The token presentation constitutes the biometric claim that the capture subject is the 
bodily source of the biometric reference associated with the token ID. Accordingly, technical performance 
of the biometric authentication is assessed in terms of verification metrics, i.e. False Accept Rate, False 
Reject Rate, Failure-to-Enrol Rate and throughput rates. Technical performance requirements and 
evaluation methods should be identical irrespective of the biometric technology. 

Biometric subsystems should also be evaluated in terms of their vulnerability to defeat. This is to be 
assessed through measuring a system’s capacity to resist a direct attack on it or detect an intrusion 
attempt by a knowledgeable attacker intent on defeating the biometric authentication. Since method of 
attack is dependent on the biometric technology, vulnerability to defeat is assessed in a technology-
specific manner. 

The results of an evaluation performed using this document relate to the system’s performance in that 
the evaluation should not be used as a guarantee of the performance that would be expected on any other 
site. 
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1 Scope 

This document addresses biometric recognition systems that are used as part of an automated access 
control system to provide a second and independent authentication factor of the individual using the 
AACS to access secured areas of critical infrastructure. 

This document: 

— specifies requirements for biometric recognition systems to be used as part of an AACS for critical 
infrastructure, 

— describes a methodology for the evaluation of biometric authentication for AACSs against the 
specified requirements. 

The requirements and test methods address biometric authentication for AACS that: (i) operate in an 
internal environment constituting part of a larger site, access to which is restricted and controlled by a 
separate access control system; and (ii) use biometrics as a second authentication factor to a token or 
proximity card. 

This document does not consider access by the general public, e.g. passengers in an airport, or visitors to 
a hospital. 

Products that meet the requirements of this document will comprise (i) a biometric sensor(s) external to 
the secured area, which reads the biometric characteristics of the user at the point of access; and (ii) a 
biometric server system performing biometric enrolment, signal processing, storage of biometric 
references and biometric comparison within a secured area. 

This document does not address AACS or AACS portals (turnstiles) but is only concerned with the 
biometric components which integrate with the AACS. Other standards address requirements and testing 
of the non-biometric parts of the AACS. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics 

ISO/IEC 30107-3:2017, Information technology — Biometric presentation attack detection — Part 3: 
Testing and reporting 
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